<draft-ietf-http-state-man-mec-03.ps>

Cookie and Set-Cookie2

HISTORICAL section.)

, client, server, proxy

discouraged.

request-host and request-URI

host port abs_path absoluteURI (http_URL

request-port port absoluteURI (http_URL

absoluteURI port request-
                                 Set-Cookie2

domain-matches •

•

x.y.com domain-matches .y.com y.com.)
                    a.b.c.com domain-matches .c.com

The reach • If

• cookie

Set-Cookie2 and Cookie
                                   DIGIT (decimal

digits), token http_URL from quoted-string

attr

value attr

NOTE = sign.

                                           Set-Cookie2. (The

  Cookie

Set-Cookie2

no Set-Cookie2

Set-Cookie2 Max-Age=0.

               Set-Cookie2
Cookie

                           Set-Cookie2

4.2.2 Set-Cookie2 Syntax Set-Cookie2

<"> http_URL<"> "Discard"

<"> 1#portnum<"> ] "Secure"

Set-Cookie2 Set-Cookie2:

NAME=VALUE

NAME=VALUEattribute-

cookie

NAME=VALUE

Required NAME VALUE. NAME $

The VALUE

                  Set-Cookie2 header.

Comment=comment

      Comment

CommentURL="http_URL"

      CommentURL

Discard
                Discard

Domain=domain
                 Domain

domain

Max-Age=delta-seconds
                 Max-Age delta-

seconds delta-seconds

Path=path
                 Path

Port[="port-list"]
                Port Cookie

requires port-list

            portnum in port-list.

Secure
                Secure

                                        Secure

session’s

Version=version

Required Version

                                  Version=1 applies.

Set-Cookie2

              Set-Cookie2

                                      Set-Cookie2
Set-Cookie2

circumstances: • Set-Cookie2 header:

cookie2".

• . • require . • . • request

Expires: old-date (where old-date

containing Set-Cookie2

                                                 Cache-Control
                                        Expires: old-date Cache-
Control Expires: old-date

             Set-Cookie2
Set-Cookie2

Discard Max-Age attribute.
Domain
Max-Age
Path Set-Cookie2
                               /.
Port
Secure

Set-Cookie2

• Path • Domain • Domain attribute. • Domain

• The Port "port-list" Examples:

• A Set-Cookie2 y.x.foo.com for Domain=.foo.com

y.x

• A Set-Cookie2 x.foo.com for Domain=.foo.com

• A Set-Cookie2 with Domain=.com or Domain=.com.

• A Set-Cookie2 with Domain=ajax.com Domain

.ajax.com

• A Set-Cookie2 with Port="80,8000"

        Set-Cookie2 NAME
Domain and Path
                        Set-Cookie2

for Max-Age

                                            Max-Age
Discard

   Set-Cookie2 Comment

   Set-Cookie2 CommentURL

http_URL

             Set-Cookie2

• •

• and, •

Discard and Max-Age

PRIVACY

Cookie

on

• • •

<"> value <"> ]

The value cookie-version Version corresponding Set-Cookie2 cookie-versionis 0 path Path

Set-Cookie2 Cookie request

domain Domain

              Set-Cookie2
Cookie

The port Cookie Port corresponding Set-Cookie2 port Port

Set-Cookie2

the Port Set-Cookie2

Cookie

              Comment CommentURL Cookie
                 Set-Cookie2

cookie-value Cookie request

                      Domain

                         Port Set-Cookie2

Port

                       Port

    port-list
      port-list.

The Path

server.

                                     Cookie
Path

(e.g., Domain

Note Cookie ;

, cookie-value

PRIVACY verifiable unverifiable

transactions.

i.e.

(N.B.

                             Cookie Header
                                    Set-Cookie2
Path Cookie

NAME $

• • Cookie • Set-Cookie2 • Expires, Cache- ,

• Set-Cookie2

cache="set-cookie2" Set-Cookie2
                Set-Cookie2 (Cookie

cookies. → Server

→

→ Server

→

Path="/acme"

→ Server

→

→ Server

→

                     Path
/acme Path

far.

                 Path

Path="/acme"

and

            Path="/acme/ammo"

                                                          /acme/ammo/...

                                                  Path attribute, /acme/ammo,
                               Path attribute, /acme

                                                       /acme/parts/ would

                     Path attribute /acme/ammo
/acme/parts/

6.1 Set-Cookie2 Content

                                                                    Set-
Cookie2 Path fixed following minimum • • cookie non-

Set-Cookie2 header)

•

Set-Cookie2

      Set-Cookie2

• • •

•

• •

•

                          Cookie
                                                                    Set-
Cookie2

NOTE:

                         Domain

Domain host1.foo.com and host2.foo.com
     a.com and b.com.

                      Path

               Set-Cookie2 and Cookie

results.

     Cookie

 victim.cracker.edu session_id="1234"
victim.cracker.edu.

  spoof.cracker.edu session-id="1111",

with Domain=".cracker.edu".

         victim.cracker.edu

victim.cracker.edu
          Domain

                    a.com b.com

                    Session-ID

                                                      Set-Cookie (not Set-
Cookie2 Set-Cookie and Set-
Cookie2 Set-Cookie

the Set-Cookie2 Set-Cookie2

            Cookie request

Set-Cookie2

NAME Domain and Path

    Set-Cookie2

                                             Cookie
                                         Set-Cookie
Set-Cookie2

The Cookie2

                                                             Set-Cookie2
                    Set-Cookie
            Cookie2

                                                      Set-Cookie2 and Set-
Cookie

                                                                    Set-
Cookie2 and Set-Cookie
                                             Expires: < > or

                                                     Set-Cookie2 and Set-
Cookie

Email: dmk@bell-labs.com

Email: montulli@netscape.com